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Abstract

The details of the SELinux accesscontrol mechanismdead to the perceptionthat

SELinuxis too complexfor nonexpertusersto manage.We presenttechniquesthat

bridge the gap betweenthe comprehensivelpw-level SELinuxaccesscontrols and the

intuitive, high-level abstractionsfamiliar to systemadministrators. Thesetechniques
shield the user from SELinuximplementatiordetails without sacrificing the power and

flexibility of the SELinux policy language.

1 Introduction

SELinux providesflexible, comprehensiveand fine-grained mandatoryaccesscontrol
using type enforcement.While type enforcementitself is fairly straightforward,the
details of its implementationacrossall Linux resourceslead to the perceptionthat
SELinux is too complex for neaxpert users to manage.

We view the complexityof comprehensivandeffectivesecuritypoliciesassimilar to
the complexityof sophisticatedoftwareapplicationsThe fundamentafact thatsoftware
is built uporN andindeedrequiresN detailed,low-level computerinstructionsdoesnot
causeprogrammergo abandonall but the simplest,leastuseful applications.The low
levels of computationalimplementationhave been abstractedaway by higher level
programming languages, allowing programmers to manage the complexity of
programmingsystematicallyand successfully We believe the sameprinciplesapply to
SELinux secuity management.Developing effective managementtools leads to
questionsfrom the sameengineeringmold: What techniquesallow SELinux Oassembly
languagei.e. the policy language)to be hidden from the user? How do we build
frameworks to automate tediows tasks? What higher level abstractionsgive us
instruments matched to our goals rather than to the implementation, yet avoid
dramatically sacrificing power and flexibility?

This paper presentslessonslearnedduring the implementationof a new SELinux
managementool called TresysBrickwall®Security Suite. We include techniquesfor
managingSELinux as it existstoday and suggestiongo improve the manageabilityof
SELinux in the future.

2 Intuitive Resource Management

SELinux provides an extensive list of low-level controls over such resourcesas

processediles, socketsnodes ports,andinterfaceq 3]. Many of theseindividual access
controlscanbe meaningfullytranslatedo moreabstractmoreintuitive, andmore useful

ideas.

2.1 Targets

Thefirst kind of resourcehatan administratormustmanages the collectionof services
and programsrunning on the system.The administratoroften identifies theseprocesses
by the nameof the product,suchasApache or by the servicethey provide,suchasWeb
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Server SELinux, however jdentifiestheseprocesses termsof the labeleddomainsthat
the processesrun in (httpd_t ) and the entrypoints that start those processes
(httpd_exec_t ).

To make these domains manageableand their permissionsconfigurable, Tresys
Brickwall groupsrelateddomains,entrypoints,and permissionsnto targets Eachtarget
represent®neserviceor application,suchasApacheor MySQL. A targetmay represent
one SELinuxdomainor severalrelateddomainsthat are part of the samepackageEach
targethasa uniqguenameandthe capacityto storedescriptivenotes.The administrator
manages the target by assigning specific network resources and files to it.

File Edit Options Help

Q?Apply @Reven xsmings #Definitions v

[Target |Enabied| sshd - Secure Shell Server
-

Standard ) Default @ Customize V Load Defaults
apache =1
dhepd ~ Network Interfaces =
mailman Network interfaces this target can access.
mta [C] All Network Interfaces
mysqld —
named Interface v | Description
nscd eth0 Ethemet Interface
ntpd
pegasus ’ @ Add... | ’ = Remove | ’//”Modify Definiticn...|
porimap ~ Hosts
postgresd| Network addresses this target is allowed to communicate with.
snm) &

.pd All Hosts  [[] Allow RAW IP Networking for All Hosts
squid
syslogd ~ Remote Ports
winbind Ports this target can talk to on remote hosts.
ypbind [C] All Remote Ports
¥ Professional
cups Name v | Ports
ftp _
o I | || wosty Denion. h
postiix @ Add... = Remove 7" Modify Definition...
sendmail < Service Ports
smbd Ports this target can wait for connections on (act like a server). Most client applications do not require any service ports.
sshd
Name v | Ports
Custom
All Others
# || = || Ed | @ add. || = Remove | [ Moty Defnition...| ol
Loaded current configuration. Applied: Fri Jan 5 11:59:42 2007 Brickwall: Active, Enforcing Professional v. 1.0

Figurel: Target overview.

2.1.1 Custom Targets

TresysBrickwall comeswith many built-in targetsthat representhe domainsalready
defined in the SELinux policy. For proprietary or modified programsunique to the
organizationtheadministratorcanalsocreat customtargets The administratoispecifies
the pathto the executableor executableshat startthe program,andthosepathsbecome
the entrypointsfor the targetin the resultingSELinux policy. Customtargetssupportthe
sameflexible networkandfile securitycontrolsasbuilt-in targets,andadditionally offer
other security options that Linux administratorsare familiar with. These additional
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controlsincludeaccessgo specificPOSIX capabilities control over the executionof code
in memory (the OgecmodOQexecheap@nd Oexecstack@ermissions)and accessto
operating system features such as the system log.

Customtargetsmake it possiblefor a network administratorto createdomainsfor
programswith a far more secureresultthanrunningthe programsin unconfined_t
all by using conceptdamiliar to the administratorand without knowing anythingabout
SELinux. It is true that customtargetscannotbe confinedastightly as SELinux policy
moduleswritten by hand, such as thoseusedin the built-in targets.Certain SELinux
securityfeaturesarenot currentlyexposedn TresysBrickwall, suchascontrolsoverIPC
mechanismsandthus,out of necessitycustomtargetsgetbroadaccesgo thesefeatures.
Instead,customtargetsoffer the security cusbmizationsthat are mostimportantto an
administratorconcernedvith the healthof a networkandthe securityof the files on the
machine.

As mentionedabove,an administratormanagegshe accesseachtargethasto network
andfile resourcesy assigningthemto the target.Managingtheseresourceffectively
requiressimilarly powerful abstractionausing familiar concepts,and TresysBrickwall
accomplishes this by grouping resources into ungsgimitions

2.2 Network Resources

Froma networkadministraorOperspectivethe networkis describedn termsof subnets,
protocols,servicesandnamedmachinesAny tool that seeksto make SELinux network
security more manageableshould presentthe network in the same terms that the
administrator uses.

By conwention, somenetwork resourcesavea built-in OwellknownOmeaning.For
example,port 22 customarilymeansthe port for SSH traffic. Other network resources
may only havemeaningin a specificcontext.For example subnet255.255.0.0nay map
to the moremeaningfulideaof OourcorporatentranetOThe namesOSSHyortGand Oour
corporateintranetQapturethe securityrelevanceof thesenetworkresourcesnuchmore
clearlythanOpor22GandOsubne255.255.0.00Naturally, the particularportsor subnets
associated with any higherlevel abstraction are subject to change in different
environments Even OwellknownOports are not guaranteedo meanthe samething in
different networks.

The fundamental goal of a managementtool is to translate intentions to
implementations.The managementool should therefore handle translating between
network resourcesand their security relevant semantics,such as their namesand
descriptionsThe tool shouldalso supportthe arbitrary assignmenof low-level network
resourcs to semanticgroups,to decouplethe semanticdrom particularimplementation
details.

A stockSELinuxsystemcannotmeetthesegoals,becausedt hasno notionof thelocal
environment.A stock SELinux systemdoes not know what subnetsare part of the
comporateintranetandwhich belongto the public Internet.Likewise, thereis no way for
theoriginal policy authorsto predictwhatnon-standardr customportsmay bein useon
a particular network. While the semanageutility [7] doesallow the SELinuxsavvy
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administratorto label previously unlabeled network resources,it does not let the
administratorcreatenew types,or changethe meaningof existingtypes.Moreover,the
meaningof raw SELinuxtypesis frequentlyunclear. The administratorcannotaddnotes
or descriptiongo networkresourcesandresourceghat are labeledin the sourcepolicy
cannot be altered.

2.2.1 Mapping Network Resources to Meaning

To meetthe goal of describingnetwork resourcesn specific, real-world terms, Tresys
Brickwall providesthe abstractionof resourcedefinitions (or just definitiong. Tresys
Brickwall currently allows administratorsto specify three kinds of network resource
definitions:port definitions host definitionsandnetwok interface definitions

Resourcedefinitions closely map to an administratorOsonceptualizatiorof system
resourceskEachdefinition hasa uniquenameanda description,andcancontainmultiple
resource®f the sametype. For example the port definition OSNMP@night containthree
ports,161:udp,162:udp,and 199:tcp,which correspondo the threeportstypically used
by the Simple Network Managemen®rotocol. Similarly, the host definition OPrivateO
might containthree IP addressranges:10.0.0.0255.00.0, 172.16.0.a255.240.0.0,and
192.168.0.(55.255.0.0.

Definitions can also overlap;the port definition OAl TCP PortsCby defaultcontains
therangel-65535:tcpoverlappingall port definitionswhich containany TCP ports. The
administratormay also createnew network definitions which more accuratelydescribe
the specific characteristics of the local environment.

2.2.2 Configuring Access to Network Resources

Groupingthe network resourcesnto definitionsthat reflect the reatworld environment
makes it possible for an administratorto quickly select resourcesto control. The

administratomow needsto definethe accesdo theseresourcesNetwork administrators
know that a programneedspermissionto communicateo a given hostusinga specific

port and network interface, but to accomplishthis simple task in SELinux requires
numerous permissions across a wide range of types and object classes.

In TresysBrickwall, the administratorassignghe requiredresourcedefinition to the
target,and the softwareprovidesthe combinationof SELinux permissiongo matchthe
administratorOistentions.For example,if the administratorassignshe OethO®letwork
Interfaceto the httpd target,Apachegetspermissionto sendandreceivenetworktraffic
onthatinterface.Otherinterfaceshathavenot beenassignedo Apachecannot be used.
The administratormay also chooseto assignonly the ODNS®ort definition to httpdDs
RemotePorts,andasaresult,the only kind of UDP traffic Apachecansendis to port53.
Similarly, unlessthe administratoraddsORAN Networking®ApacheGsonfiguration the
targetwill not be allowedto useprotocolsotherthan TCP and UDP, despitehavingthe
permission to use ethO.
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____Tresys Brickwall Professional
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postiix HTTP Alternative 8008:tcp
sendmail 3128tcp
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Sshd O1 1 Oihmnm
Custom ’ & Add... l ’ = Remove | | & Modify Definition...
All Others
> Security Options
= > Additional File Access
o |[ = [Zen] u

Figure 2: Network controls.

2.3 File Resources

Justasa naturalway to describea networkis to userealworld ideassuchassubnetsand
namedserversa naturalway to identify afile is throughits path. Whendescribingmore
thanonefile, suchasall tempfiles in /tmp , the mostcommonway to describehe group
is through the use of wildcards, which in this case woulkinbe/*

Although pathsseemfixed, eachfile in a Linux systemis actuallyrepresentedby an
inodedatastructure anduniquelyidentified by aninodenumber{6]. Thelabelon thefile
that SELinux usesto makeaccesglecisionsis storedin the inode, becausehe inodeis
the only unambiguouseference to the file. A path, on the other hand, may point to
entirely different inodesat different times, due to the use of chroot jails or different
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mount points. Similarly, more than one path canrepresenthe sameinode if morethan
one hard link points td.[1]

Neverthelessthe labelingrules, calledfile contexts,in the SELinux policy usepaths
to identify files, becausehereis no other consistentyiable way to identify them. This
systemworks, despitethe potental for ambiguity in file paths, becauseit makesa
reasonablessumptionwhenthe systemis labelinginodes,the filesystemis mountedin
the sameway it will be usedin practice.TresysBrickwall makesthe sameassumption,
and this enables an administnato manage permissions on labeled files.

2.3.1 Mapping File Paths to Meaning

File definitions are conceptually similar to network resourcedefinitions in Tresys
Brickwall. Each definition has a unique name, a description,and a set of resources
associagd with it. In the caseof file definitions, eachdefinition corresponds$o onefile
type from file_contexts,and the resourcesassociatedvith that definition are all of the
contexts which use that type as the label.

For example the definition Ohttpd_ogsCcorrespondso thefile typehttpd_log_t
and contains the specifications Ivar/log/httpd(/.*)?
Ivar/log/apache(2)? (/%72 , andsoon. ASSOC|at|nghes&epemflcatlonswlth
a realworld name and description prowdes administratorswith a more familiar
abstractionthan just the file type. However, the result may still confuse some
administratorsbecause¢hey may be unfamiliarwith theregularexpressionshatareused
to actually specify the files.

2.3.2 The Problem of Regular Expressions

Regularexpressionsprovide a powerful mechanisnto expressmultiple file pathsin a
compactform. Whenthe specificationsaresorted,t is easyfor the systemto determinef
a particularregularexpressiorbestmatchesa given file path.Regularexpressionfave
saious drawbacks,however, for purposesof managementautomation,and policy
authoring.

With regard to managementregular expressionscan be extremely dense and
confusing,on top of being unfamiliar to many administratorsAdministratorsare more
accustorad to using shellstyle Oglobbing@ specify a group of files, and the syntax
usedin globbing conflicts with the syntaxusedin regularexpressionsTresysBrickwall
providesa searchfeaturethat bridgesthe familiar globbing syntaxto the actualregula
expressions used in the policy.
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Choose Files

Choose the additional file definitions that this target needs access to. The file definitions are specified using regular
expressions. To find the definition for a particular path, use the search box.

Name v | Paths Description Iﬁ
All Others I Label given to files that do not match any other
(default_t) : specification

auditd Configuration
(auditd_etc_t)

Bootloader Configuration /etc/yaboot\.conf.” (regular files)
(bootloader_etc_t) fetc/lilo\.conf.” (regular files)

Jetc/audit().”)?

Configuration files for bootloaders (e.g. lilo, yaboot)

[usr/sbin/mkinitrd (regular file)
/sbin/mkinitrd (regular file)
Bootloaders /etc/mkinitrd/scripts/.” (regular files)
(bootloader_exec_t) /sbin/lilo.” (regular files)
/sbinfybin.” (regular files)
/sbin/grub.” (regular files)

Bootloader executables (e.qg. lilo, yaboot)

brickwall_ent_conf_t Jetc/brickwall/enterprise(/.")?

fetc/cups/client\.conf (regular file)
/etc/localtime (symbolic link)
/etc (directory)

Jvar/spool/postfix/etc(/.")?
Configuration Files Jetc/ipsec\.d/examples(/.")? N
(etc_1) Just/localfetc(.*)? Default label for files in /etc

Jvar/ftp/etc(/.")?

Jusrfetc(/.%)?

/var/db/."\.db (reqular files) [+]
Search |/etc | gSearch H Bglear‘

‘ 8 Cancel H & OK ‘
Figure 3: File definition search interface.

The administratorcanspecifya full or partial path,with anoptionaltrailing wildcard,
andthe tool displaysonly thosefile groupsthat matchthe given path. The list is sorted
with most specific matches at the top.

The main automationchallengethat regularexpressiongresentare a consequencef
the dir:search SELinux permission.For a domainto perform any operationon a
path,it mustbe ableto Osearchtbe pathOparentdirectorytype, thatdirectoryOparentOs
type, and so on all the way to the root of the filesystem.Becausefile contextsusing
regularexpressiongan containone or more wildcardsin the middle, determiningwhat
parent directories belong to a ¢ext is impossible.

One of the most common computing operationsN sortingN is difficult to perform on regular expressions.
Consider, for example, the task of sorting default file labelsin order of specificity. Thisisimportant
because during a default labeling operation a generic label must be given only as alast resort, in favor of
more specific labels. When SELinux policy was written in a monolothic fashion this ordering could be
performed by hand. When modular policy was introduced, however, the policy toolchain required an
automatic way to sort regular expressions from least specific to most specific. A theoretically complete
agorithm for sorting file context rules was eschewed for a simpler heuristics-based approach. Although this
method has been effective, it requires policy authors to be aware of the heuristics to avoid file labeling
errors.
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lusr/doc(/.*)? /lib(/.*)? system_u:object_r:usr_t
Figure 4: A impenetrable file context

Therefore,to provide the necessargearchpermissiondor eachfile type, the parent
types are provided insteadof generated.To generatethe parenttypes aheadof time,
regularexpressionsreexpandedvherepossible andwhencertainwildcardsremain,the
specificationis truncatedto at leastproducethe parentdirectoriesbeforethe wildcard.
Any missing parent types are then added manaallyey are discovered.

The final problemregular expressionsas file contextspresentis in authoringnew
contexts First, becausehe syntaxis complicated authorsfrequentlymakemistakesthat
eitherfail to labelthe correctfiles or labeltoo many.(Onecommonmistakeis to forget
that the period is the wildcard metacharactem regular expressionsand if an actual
periodis neededjt mustbe escapedvith a backslash.5econdbecausenriting a new
contextnecessariljtakesfiles away from anotherfile type, it is paramounthat authors
are carefulnot to breakotherapplicationpolicies. However,if the new contextneedsto
redefinethe permission®on a subsebf files in anexistingfile type,it is impossibleto do
so without also changing the policy of every application that uses that existing type.

As aresult,it is impracticalto ask administratorgo alter labeling policy as part of
managingthe security of the system.Making the labeling policy static allows Tresys
Brickwall to provide Additional File Accesdo targetswithout breakingothertargetsand
still leveragethe hugedevelopmentandtestingeffort that goesinto makingthe original
SELinux policy work on a variety of systems.

Ultimately, providing bettermanagemenf file contextswill requirea newsystemfor
specifyingthem,onein which the syntaxis familiar andwhere the specificationscannot
conflict with each other, removing the need to sort the contexts altogether. One
implementation of such a replacement has been propdged. |

2.3.3 Configuring Access to Files

Once a file definition has beenassignedto a target, the administratornow needsto
choosethe accesson that definition to grant to the target. Many administratorsare
familiar with the permissiongn standardJUnix discretionaryaccessnamelyread,write,
and execute.Thesethree permissionsallow more operationsthan their nameimplies,
however- for example the write permissiongives authorizedusersthe ability to delete
files aswell ascreatenew ones.On the other hand, SELinux providesdozensof file-
relatedpemissionsthat mustbe combinedto provide any usefulsort of accesr allow
realworld operations.

TresysBrickwall providesa middle groundbetweerthe broad,vaguecontrolsin DAC
andthe precise rigorouscontrolsin SELinux. Therearefive kinds of permission- Read,
Write, eXecute,Create,and Delete. They group togetherrelatedaccessvhereit makes
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sensefrom an administratorOgerspectivefor example,the Write permissionincludes
setting attributes, renaming, and appending, in addition to the obwvious writing
permission.In short, thesepermissiongeflect conceptsthat administratorsare familiar
with. TresysBrickwall translateseachof theseabstractpermissionsnto the necessary
SELinux object classgermission combinations to grant the irted access.

3 Policy Generation

Policy generationis accomplishedhrougha translationlayer called the generator The
generatotakesa securityconfigurationfile, which containsTresysBrickwall definitions
andtargetsbut no SELinux details,determiresthe relationshipsbetweenthe definitions
and SELinux labels,and producesan SELinux policy moduleto be addedto the binary

policy.

3.1 Harnessing Modular Policy

The SELinux policy ultimately producedoy the TresysBrickwall generatiorprocesss a
managedmodularpolicy, eventhoughRHEL 4Oslefaulttargetedpolicy is unmanaged
and monolithic. TresysBrickwall useslocal copiesof recentversionsof the SELinux
toolchainand supportlibraries, therebyenablingthe use of recentpolicy features.The
resultingbinaryis still aversion18 policy supportedy RHEL 4, andthusthe kerneland
the systemOsersionsof libselinux et. al., do not needupdating. This approachlimits
Tresys BrickwallOsimpact on the operatingsystemto the SELinux policy alone The
reasonto go to this effort is that using a managed,modular policy confers several
benefits.

The current thrust of SELinux tool and policy developmentis focused on the
managedmodularmodel[2]. Both FedoraCore and Red Hat EnterpriseLinux now use
managed,modular policies derived from the ReferencePolicy [5], and these two
distributionsrepresent large percentagef the SELinux usercommunity.As a result,
managedmoduar policy is now the more widely tested,documentedand understood
type of policy, andany projectwhich usesthe samemodelbenefitsfrom its widespread
use.

Using a modular policy also reducesthe time spentgeneratingand compiling the
binary policy. Most of the rules in the policy are not affected by the management
facilities provided by the TresysBrickwall editor. It would be wastefulto processthe
sourcesthat make up the unchangedpart of the policy every time the security
configuration changes.Instead, the Tresys Brickwall generator producesa single
SELinux policy module that implementsall of the settingsspecifiedin the security
configuration,and this moduleis linked using semodulewith the other, nonBrickwall
policy modules to producedtBinary Policy.

Rebuildingonly this tightly-focusedmodule presentsa new challenge:only the base
modulecan containnetwork resourcdabeling policy, but the basemoduleis large and,
asidefrom network labeling, would not change However, TresysBrickwall frequently
needsto alter how the network resourcesare labeledwhen the security configuration
changes.To avoid recompiling the basemodule, Tresys Brickwall keepsno network
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resourcelabeling policy there. Instead, TresysBrickwall leveragedibsem anage to

insertnetworkresourcdabelingrulesinto the policy store,andlibsemanagappliesthese
rulesto the binary policy during the link stage.Targetsin the TresysBrickwall policy

have hardcoded networking permissionson specific attributes,and Tresys Brickwall

assignstypes determinedat generationtime to theseattributesto reflect the security
configuration.

4 Network Management

Another abstractioncurrently availableto network administratorsin many contextsis
centralizedmanagemenof networkresourcesFirewallsroutinely provide a mechanism
for centrally maintaining and monitoring the firewall policy over multiple machines.
Employing a modularpolicy schemdendsitself to a centralizedmechanisnfor policy
definition.

In many enterpise environmentsmultiple machineswill be configuredto perform
similar or identical tasks. While tools may exist to control the applicationson these
machinesremotely, no tools are currently available specifically intendedto remotely
configure the sawity of the underlying operating system.

TresysBrickwall includesa centralizednetwork managementool that providesthe
ability to groupmachinesnto functionalareasthendefine,apply,andmonitora security
configurationfor eachgroup.Distributing the configurationto the grouprequiresthatthe
Brickwall Daemonexist on eachmachineunder managementUsing a modular policy
andlocal generatiorallows the tool to distributeonly the TresysBrickwall configuration
file. This significantlyreduceghe networktraffic requiredfor updatesandallowsthetool
to scalewell to large environmentsEach machinein the group generatests SELinux
policy locally, a process which takes only a few seconds.
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Tre:

s Brickwall Enterprise - Network Security Manager. %

v g /
File Group Client Help

|Groups | > Server Room @Refresh Status %Edit Configuration Q? Apply Configuration
Accounting )
i ¥ Clients
Clients
Factory Floor |IP v |Port IDescription |Status |Additiona| Information |
10.1.12.102 2222 Database Out of Date
10.1.12.103 2222 File & Print Active, Enforcing
10.1.12.105 2222 E-Mail Active, Enforcing

10.1.12.108 2222 HTTP Out of Date

‘ @& Add... ‘ ’ﬂRemove.A.‘ ’ & Edit... ‘
¥ Log
|Kind |Date/Time ad ILog Entry

SUCCESS 2007-01-11 - 12:45:53 [10.1.12.103 : 2222] Apply Configuration
SUCCESS 2007-01-11 - 12:45:22 [10.1.12.103 : 2222] Upload Configuration
COMMAND 2007-01-11 - 12:45:14 Apply configuration.

COMMAND 2007-01-11 - 12:45:14 Upload configuration.

(e [ =[]

Figure 5: Network manager interface.

5 Summary

The conceptof abstractionis well understoodn computersciencebut its applicationto
SELinuxpolicy is relatively new.Variousreseachools havebeendevelopedo providea
usableinterface for policy definition and analysis, but all have required significant
knowledge of SELinux concepts.Providing an interface that abstractsvirtually all
SELinux concepts required a number of tradeoffs.

First, the various SELinux capabilitieshad to be examinedto determinewhich were
the most powerful and likely to be widely applicable.The tool focusedon configuring
accesdo networkandfilesystemresourcesThis simplifies the managemeninterfaceat
the expense of restricting the ability to configure other SELinux capabilities.

Onesignificantcapability of SELinux thatis not currently supporteds the ability to
re-label files. This resultsin potentially overly permissivefile access.This is not a
concernfor the built-in targetsprovidedwith the tool, sincethe policy alreadyaccounts
for file locations.However,for customtargetsthe administratomeedsto be awarethat
grantingaccesdo specificfiles to anapplicationmayresultin the exposureo unintended
files, or exposure of the applicationOs files to other applications.

The ReferencdPolicy is widely usedandexaminedoy the SELinuxcommunity.Using
this modularpolicy reducedthe footprint of changesequiredby the configurationtool
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and helpedfacilitate the centralizedmanagementf groupsof machinesHowever,this
required significant effid to backport the policy to RHELA4.

We believe thesetradeoffs are reasonabldor most environments By providing a
configurationtool thatrequiresno knowledgedof the complexitiesof SELinux, we hope
to broaden the appeal of this powerful security raadm.
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