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THE Power oF SELINUX MaDE Easy s =

Tresys Brickwall makes
using SELinux efficient
and cost effective for all
organizations.  SELinux
can now be easily man-
aged...increasing the
security posture of the
entire business...and do-
ing so without costly cus-
tom development efforts.
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Security Enhanced Linux (SELinux) offers the world's most advanced operat-
ing system security technology. Its powerful, fine-grained access controls can
create a "firewall for processes" to protect the integrity and confidentiality of
individual applications and services. However, the complexity of using
SELinux has always been a challenge. Now with the Tresys Brickwall™ Se-
curity Suite, Linux administrators can use and extend SELinux without special
knowledge of SELinux’s sophisticated policy language. With Tresys Brickwall
the powerful SELinux security enhancements become much easier to use.
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Tresys Brickwall™ Security Suite

Basic functionality. Control application network access for the standard
RHEL Reference Policy targets. Now available as a free download!

Professional Edition

Full protection for a single system. Control application network access
and extend file permission for many additional targets. Create custom tar-
gets for your applications.

Enterprise Edition

Full protection for an entire network enterprise. Plus: Management of
many SELinux systems from a central console as well as group policies for
related systems, and integration with the Tresys Razor™ products.



Tresys Brickwall™ Professional Edition and Enterprise Edition
Policy Editor Interface

Tresys Brickwall Professional
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Brickwall: Active, Enforcing

Standard Edition comes with targets for many network-facing applications. Professional and
Enterprise Editions adds support for many more.

Professional & Enterprise allow you to add custom targets for your applications.

All editions control access to network resources on a per-application basis.

Professional & Enterprise allows custom file access at the application level.
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Tresys Brickwall™ Enterprise Edition
Network Management Console

Tresys Enterprise Manager.
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Create and manage functional groups for Brickwall and Razor clients.

Create and manage security policy for similar systems within functional groups. Manage the
policy for the entire group using the same editor interface as Professional Edition.

View and update the status of the systems in each group.

Monitor detailed logs of all the configuration operations performed on each system.
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Tresys Brickwall provides pre-built, customizable security configurations for many applications. Applications
are commonly referred to as targets. Tresys Brickwall Professional and Enterprise editions both extend the
targets available and provide even greater configurability and management capabilities.

e Standard Edition
Apache , BIND, DHCP, MailMan, MTA, MySQL, NIS, NSCD, NTP, Pegasus, Portmap, Post-
gresql, Windbind, SNMP, Squid, Syslog.

¢ Professional and Enterprise Editions
All applications identified under Standard Edition as well as CUPS, FTP, Postfix, Samba,
Sendmail, SSH, Cyrus, Dovecot, INN, Jabber, Kerberos, OpenLDAP, OpenVPN, Radius,
and Custom Applications.

Tresys Brickwall supports the following operating systems and hardware platforms:

e Standard Edition (RHEL4 & RHELS5) - 32 & 64 bit x86
o Professional Edition (Fedora Core 6) - 32 & 64 bit x86
e Professional & Enterprise Edition (RHEL4 & RHELDS5) - 32 & 64 bit x86, P-Series

About Tresys

Tresys provides security solutions that enable customers to achieve greater success by making informa-
tion technology systems more secure. The combination of acclaimed research and development prowess
and practical approach to security solutions has earned the company a distinct reputation in the security

market. Tresys has successfully delivered products and services that meet and exceed the needs of the
most sensitive security missions, including those at defense and intelligence agencies around the world.
These proven accomplishments and a continuing pursuit of thought leadership are part of a strategy that is
shifting the way governments and businesses approach sensitive security issues. TECHNOGLOGY

Headquartered in Columbia, Maryland, Tresys clients and partners include the U.S. U.K. and Australian
Departments of Defense, IBM, General Dynamics, Red Hat and Cisco.
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